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Control Test Detailed Reference
In this reference document, framework principles, population and evidence collection, evidence types, and 
assessment criteria will be provided.  If a remediation bot exists for a particular test, this will also be annotated 
here.

AWS Control Tests Included

The following AWS Control Tests are included in your AWS Compliance Test Suite.  More details are available 
in the Control Test Detailed Reference section below.

 • Public Access Blocked on S3 Cloud Storage
 • Production EC2 Instances Have RPO Less Than 48 Hours
 • EC2 Instance Volumes Have Backup Policy Assigned
 • Production RDS Databases Have RPO Less than 48 Hours
 • Production RDS Databases Have Secure Configuration

Control Test: Public Access Blocked on S3 Cloud Storage
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Sample Auditee SOC 2 Control and Principles

SOC 2 Template Controls and Principles

Population: Production Object Store Buckets
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Evidence: AWS S3 Bucket Security Policy

Evidence Collection KB: How to get AWS S3 Bucket Security Policy
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Automated Assessment Gherkin

Remediation Bot: Block S3 bucket public access

The CTAC remediation bot uses S3 APIs to block all public access. For more information: Using Amazon S3 block 
public access.

Control Test: Production EC2 instances have RPO less than 48 hours

https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
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Sample Auditee SOC 2 Control and Principles

SOC 2 Template Controls and Principles

Population: EBS Volumes attached to Production EC2 Instances - US Regions
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Evidence: Volume Snapshots

Evidence Collection KB: How to get Volume Snapshots from Amazon Elastic Container Service (Amazon 
ECS)

Automated Assessment

Remediation Bot

Remediation automation bot for this condition is still pending.
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Sample Auditee SOC 2 Control and Principles

SOC 2 Template Controls and Principles

Control Test: Production EC2 Instance Volumes Have Backup Policy Assigned via Rule
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Population: EBS Volumes attached to Production EC2 Instances - US Regions

Evidence: AWS Backup Plan Policy
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Evidence Collection KB: How to get AWS Backup Plan Policy

Automated Assessment

Remediation Bot: Set AWS Backup Plan Policy by Tag

In this case, the remediation bot re-applies a tag to the volume which will add it to a Backup Plan Policy based 
on the value of this tag.  For the purposes of the POC, the uses the following example tag, but in your real AWS 
environment, any tag can be configured on a customer-specific basis:

“Key”: “backup”,   

“Value”: “daily”
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Control Test: Production RDS Databases Have RPO Less than 48 Hours

Sample Auditee SOC 2 Control and Principles

SOC 2 Template Controls and Principles

Population: DBaaS Instances - US Regions
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Evidence: Asset Snapshots

Evidence Collection KB: How to get Asset Snapshots from AWS Relational Database Service (RDS)
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Automated Assessment

Remediation Bot: Create RDS DBaaS Instance Snapshot

Remediation automation bot for this condition is still pending.

Control Test: Production RDS Databases Have Secure Configuration

Sample Auditee SOC 2 Control and Principles

SOC 2 Template Controls and Principles
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Population: DBaaS Instances - US Regions

Evidence: DBaaS Instance Security Configuration
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Evidence Collection KB: How to get DBaaS Instance Security Configuration

Automated Assessment

Remediation Bot: Secure AWS RDS DBaaS Instance

Remediation automation bot for this condition is still pending.
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Appendix A

AWS Functions and Evidence Types

AWS Collection 
Functions / Bots

AWS Remediation 
Functions / Bots

Related Evidence Types

 • aws-getEc2Instances

 • aws-getVolumeSnapshots

 • aws-getVolumeBackupPlanPolicy

 • aws-getAllBuckets

 • aws-getS3BucketBlockPublicPolicy

 • aws-get-RdsDbs

 • aws-getRdsDbInstanceSecurityConfigur

ation

 • aws-getDBSnapshots

 • aws-setVolumeBackupPlanPolicy

 • aws-enableS3BucketBlockPublicPolicy

 • Asset Snapshots

 • AWS Backup Plan Policy

 • Volume Snapshots

 • AWS S3 Security Policy

 • Active AD User Report

 • DBaaS Instance Security Configuration


